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Thisbook presentsIT managers with what cyberterrorismand
information warfare are and how to handle the problems associ-
ated with them.To provide thisinformation, the book s divided
intothree parts.Inthefirst part,anintroduction toinformation
security is presented. Also, an understanding of the processes that
has laid thefoundations to the information security disciplineand
has provided thediscipline with astructured approachtoassess
current and future security issues is presented. For the same
reasons, the roots of terrorism and how terrorism has planted the
seeds of cyberterrorismis also discussed. Cyberterrorismand
information warfare has many faces. In the second part of the
book, the most probable forms of cyberterrorism and information
warfare attacks are presented. The presentationincludes the
definitions of these attacks, describes how they work and
presents the most effective ways to combat these threats from an
IT management point of view. The third part of the book defines
the organizational security measures that may not be directly
related tofighting cyberterrorism but generally decreasean
organizations’information system vulnerabilities toall types of

attacks.
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Accordingtotheauthors:

The book is designated to IT
managers and the emphasis is on
presenting the security issues from
the perspective of these managers.
The security issues are analyzed and
solutions offered using the system
approach.

All major security threats are
supported with examples of real
events illustrating these threats.
The book includes a prognosis about
the future of cyberterrorism and

information warfare.
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